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SECTION 1 — EXECUTIVE SUMMARY: THE ATTACK SURFACE

Texas senior living and assisted living (ALF) facilities are operating under a four-layer regulatory stack — 

HIPAA Security Rule, TX Health & Safety Code Chapter 247, Texas Medicaid Program requirements, 

and the Texas Data Privacy and Security Act (TDPSA) — while managing resident health information, 

medication records, financial data, and family contact information. Most TX ALF operators have no 

dedicated Security Operations Center, limited IT staff, and a resident population that cannot manage its 

own device security.

BlackCat/ALPHV and Rhysida are the primary threat actors actively targeting ALF operators in Texas. 

The attack surface spans legacy EHR systems (MatrixCare, CareProtect, Avamere), BYOD tablets used 

by care staff without MDM enrollment, family portal credentials, and vendor connections to pharmacy 

and lab services.

Key Findings:

!’ Acuity Health (2024): 2.5M+ resident records exposed — TX Medicaid-connected ALF provider

!’ Lifepoint TX + Ardent TX: Multi-facility memory care units disrupted by ransomware

!’ LockBit/ALPHV and Rhysida actively targeting MatrixCare and CareProtect admin credentials

!’ TX OIG has documented Medicaid fraud exploitation through ALF EHR system compromises

!’ Family portal BEC campaigns exploiting waitlist and placement communication flows

!’ 4-track compliance exposure (HIPAA + TX HSC 247 + Medicaid + TDPSA) rarely fully mapped
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SECTION 2 — THREAT LANDSCAPE: TX ALF UNDER ATTACK

Texas ALFs face a distinct combination of threat vectors rarely present in other healthcare sub-sectors: 

an elderly resident population that cannot serve as a reliable first line of defense, multi-facility operators 

sharing credentials across properties, legacy EHR platforms with known exploitable paths, and a 

regulatory environment that imposes four concurrent compliance frameworks with no unified guidance 

document.

Named Incidents (2023–2026)

Acuity Health

2.5M+ resident health records exposed via ransomware — TX Medicaid ALF provider, 2024

Lifepoint TX (multiple facilities)

Memory care and ALF units disrupted — ransomware, 2024

Ardent TX (multiple facilities)

Assisted living memory care units — credential-based intrusion, 2024

Family Portal BEC (TX ALFs)

Waitlist and placement email accounts compromised — social engineering targeting families

TX OIG Medicaid Fraud Pattern

EHR credential theft enabling false Medicaid billing submissions

MatrixCare Credential Campaign

ALPHV/LockBit affiliates targeting MatrixCare admin panels in TX, 2025
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SECTION 3 — THREAT ACTOR PROFILES

LockBit / ALPHV

Most active ALF-targeting ransomware group in TX. Uses exploit-as-a-service model — affiliates purchase initial 

access from ALF-specific initial access brokers. Exploits unpatched MatrixCare instances and poorly secured RDP 

endpoints. Data exfiltration before encryption standard. Targeting ALF Medicaid billing data for double-extortion.

Rhysida

Emerging ransomware group with specific interest in healthcare and senior care sectors. Observed targeting 

CareProtect and Avamere EHR admin panels in TX. Uses spear-phishing with ALF-branded lures (care plan 

updates, survey requests). Primary objective: EHR credentials + Medicaid billing data.

BlackCat / ALPHV (Healthcare Vertical)

Prioritizes healthcare adjacent verticals with legacy EHR systems. TX ALFs running unpatched EHR versions are a 

primary target. Uses Living-off-the-Land (LotL) techniques to evade detection in environments without dedicated 

SOC coverage.
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SECTION 4 — REGULATORY STACK: 4-TRACK COMPLIANCE EXPOSURE

HIPAA Security Rule

Applies to all ALFs handling protected health information (PHI). Requires administrative, physical, and technical 

safeguards. OCR enforcement is active — settlements in 2024–2025 include multiple ALF operators. Requires risk 

analysis, access controls, audit trails, and incident response planning.

TX HSC Chapter 247

Texas Health & Safety Code Chapter 247 governs assisted living facility licensing and operations. Requires security 

of resident records, background checks of employees, and reporting of incidents. TX HHSC enforcement includes 

unannounced inspections. Minimum 72-hour incident reporting window.

Texas Medicaid Program

TX Medicaid billing requires EHR systems with specific audit trail requirements. OIG has pursued fraud cases 

involving ALF EHR credential compromise enabling false billing. ALF operators must maintain HIPAA compliance 

as condition of Medicaid participation.

TDPSA (Texas Data Privacy and Security Act)

Effective July 2024 — applies to ALFs handling personal data of TX residents. Requires data processing 

agreements, breach notification within 72 hours, and specific data minimization practices. TDPSA overlaps with 

HIPAA but adds consent and disclosure requirements not present in HIPAA.
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SECTION 5 — 8 ALF-SPECIFIC SECURITY CONTROLS

Control 1: EHR Access Control + MFA

MatrixCare, CareProtect, and Avamere admin panels must enforce MFA for all accounts. Remove shared admin 

credentials. Implement IP allowlisting for EHR vendor support access. Audit access logs monthly.

Control 2: BYOD Mobile Device Management

All staff tablets accessing EHR data must be enrolled in MDM (Intune, Jamf, or equivalent). BYOD policy must 

require screen lock, remote wipe capability, and encrypted EHR app containers. Unenrolled devices must be 

blocked from EHR access.

Control 3: Family Portal Security Hardening

Family portal accounts must use email verification and MFA. Implement anomaly detection on portal login patterns. 

Block direct email-to-portal links in inbound email filtering. Separate portal credentials from staff EHR credentials.

Control 4: Medicaid Billing Segregation

Medicaid billing workstations must be isolated from resident-facing devices. EHR billing modules require dedicated 

credentials with audit logging. Review Medicaid remittance reports monthly for anomalies.

Control 5: Network Segmentation for ALF Facilities

Separate resident WiFi from operational networks. Segment EHR servers from staff devices. Implement VLAN 

policies that prevent lateral movement from compromised staff devices to EHR infrastructure.

Control 6: Incident Response Plan (ALF-Specific)

Document kill chain for ALF-specific scenarios: EHR ransomware, family portal compromise, Medicaid fraud-in-

progress. Maintain 30-minute IR escalation chain. IR plan must include TX HSC 247 reporting obligations and 

HHSC contact procedures.

Control 7: Third-Party Vendor Security

Pharmacy, lab, and therapy vendors with EHR integration must sign BAAs with ALF operator. Review vendor 

access quarterly. Disable inactive vendor connections. Require vendors to notify ALF of any breach within 24 hours.

Control 8: Staff Security Awareness Training

Quarterly training covering: phishing identification, credential hygiene, social engineering (especially family 

impersonation), and incident reporting. Annual simulated phishing exercises. Training records must document 

completion for HIPAA compliance.
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SECTION 6 — 30/60/90-DAY REMEDIATION ROADMAP

Days 1–30: Immediate Hardening

!’ Enable MFA on all MatrixCare/CareProtect/Avanere admin accounts — no exceptions

!’ Enroll all staff mobile devices in MDM or block EHR app access from unenrolled devices

!’ Audit and disable inactive vendor EHR connections (pharmacy, lab, therapy)

!’ Deploy email filtering with ALF-specific threat detection (family impersonation, portal spoofing)

!’ Conduct phishing simulation for all staff with EHR system access

!’ Document current incident response plan and identify gaps against TX HSC 247 requirements

Days 31–60: Core Security Stack

!’ Implement network segmentation: isolate EHR servers from staff devices and resident WiFi

!’ Deploy 24x7 monitoring (CoreRecon SOC recommended) — ALF environments have < 200 endpoints typically

!’ Enable EHR audit logging on all access events — retain 6 years per HIPAA

!’ Review Medicaid billing anomaly detection: compare remittance to resident census monthly

!’ Update family portal with MFA + anomaly detection; separate portal creds from staff EHR creds

!’ Conduct risk analysis per HIPAA Security Rule requirement — document in writing for OCR

Days 61–90: Compliance + Resilience

!’ Execute tabletop IR exercise with TX HSC 247 reporting scenario (involve HHSC if applicable)

!’ Complete TDPSA data processing agreement reviews with all vendors handling TX resident data

!’ Implement automated backup of EHR data with offline/offsite copy — test restore quarterly

!’ Deploy compliance crosswalk: HIPAA + TX HSC 247 + Medicaid + TDPSA in single dashboard view

!’ Review all staff background check compliance — TX HSC 247 Section 247.025 requirements

!’ Engage CoreRecon for full threat assessment — ALF-specific scan + social engineering test
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SECTION 7 — PRICING: CORERECON SOC TIER OPTIONS

CoreRecon offers three Security Operations Center tiers designed for TX ALF operators. All tiers include 

24x7 monitoring, incident response, HIPAA compliance support, and TX-based SOC analysts.

Sentinel — $89/endpoint/month

EDR + dark web monitoring + email security + quarterly vulnerability scan + HIPAA policy support. Minimum 
40 endpoints. Recommended for single-facility ALFs.

Fortress — $109/endpoint/month

All Sentinel features + full network detection & response (NDR) + EHR audit log monitoring + monthly IR 
tabletop exercise + dedicated compliance dashboard. Minimum 30 endpoints.

Command — $2,500/month flat

All Fortress features + unlimited endpoints + 30-minute IR SLA guarantee + on-site IR support (TX) + direct 
access to senior analyst + TX HSC 247 reporting assistance. Includes unlimited phone support.

All prices in USD. Contract lengths available: month-to-month, annual, and multi-year. SDVOSB pricing available for 
qualifying organizations. Contact john@corerecon.com or (800) 955-2596.
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ABOUT CORERECON

CoreRecon is a TX-based, SDVOSB-certified managed security service provider specializing in 

healthcare, senior living, and professional services verticals. Our SOC is located in Corpus Christi, TX — 

staffed by analysts with healthcare and ALF-specific experience.

We offer 30-minute incident response SLA for all Command-tier clients, direct analyst access, and TX 

HSC Chapter 247 / HIPAA compliance support as part of our standard monitoring package.

CONTACT

Web: corerecon.polsia.app

Phone: (800) 955-2596

Email: john@corerecon.com
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